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Kibepbesneka — 1e BaJIMBUH NPIOPUTET CHCTEMH YKPaiHCHKOi HaIliOHAIBHOI
Oe3rnexH, ska Moke OyTm 3abesredeHa 3aBASKH MOCHICHHIO MOXIIMBOCTEH CHCTEMH
kibepbe3neku y mporeci ii mpoTuii kibepzarposam, o MOKYTh OyTH XapaKTepHUMH IS
Cy4JacHOro Oe3IeKOBOro cepefoBuIna. Y mporeci GopMyBaHHS CydacHO! yKpaiHCHKOT
Crparerii kibepOe3neKku BpaxOBYIOThCS CBITOBI TPEHIH, AKi MPHCYTHI y TI00aTbHOMY
KibepcepenoBumi K ()akToOpH, SKi MAarOTh BIUIMB Ha IPOIEC PO30yIOBH JepiKaBHOI
cucremu kibepoesnekn XXI cromitts. [Ipy koMY CyCHiNBCTBO 3yCTpidae HU3KY PH3HKIB,
SIKI € TIOB’SI3aHMMH 13 3aCTOCYBaHHSIM CYYaCHHX TEXHOJIOTIH, 30KpeMa y KibepmpocTopi.
Crpareriero kibepOesnekn B YKpaiHi BU3HAYCHO TOJIOBHI MPIOPUTETH, IIUJTi Ta 3aBJaHHS
mo 3abesnedeHHI0 KibepOe3meku Ui TOro, MO0 CTBOPUTH YMOBH ML TaKOTO
(YHKIIOHYBaHHS KiGeppocTopy, sikuii 61 OyB Ge31eYHNM SIK 11 KOHKPETHOT 0COOH, TaK
1 IS CyCIIUTBCTBA Ta JEP>KaBH B LILIIOMY .

Memoro oanoi pobomu € NOCHIIPKEHHS BHHUKHEHHS 3arpo3 y KibeprmpocTopi Sk
PEe3yNbTaTy TEXHOJIOTTYHOTO PO3BUTKY CYCIIIECTBA.

3aranpHa KUTBKICTh Kibep3arpos, sKi MOXKJIHBI y CHEKTpi 3arpo3 HamiOHaNbHii
Oe3melti KpaiH, MOCTYMOBO 301IbIIYEThCs. JlaHa TeHICHIS 1 Haaam Oyae MOCHITIOBATUCS
gepe3 Te, MmO iHQOpMaIiiHI TEXHONOTii OYypXJIMBO PO3BUBAIOTHCS, BiIOYBAETHCS
KOHBEPTeHIIis 3 TeXHOorisiMu Ty4qHOoro inTenekrty (ILI). ¥V pesymprari TOTO, 10 TaKMiA
BIUIMB Ha JISUIBHICTh HAI[IOHATBHUX Ta TPAaHCHALIOHAIBHUX CTPYKTYp YINpPaBIiHHS
30iTbIIyeThCS, (QopMyeThcs aOCONMIOTHO HOBAa O€3IEeKOBa CHUTYyallis, MOB’s3aHa i3
BUKJIMKAMH HOBOTO TEXHOJIOTTYHOrO piBHA. IIpOTAroM OCTaHHBOrO Yacy MOXHa
crocTepirat, mo y KibeprmpocTopi BigOyBaeTbes po3moAin cdep BIUMBY. 3aBISKH
TaKOMY IMOJITy peali3y€eThCsl IparHeHHs JIF0JCTBA peajli3yBaTH T'eONONiTHYHI IHTePecH,
SIKi IOCTIHHO 3POCTAOTh.

BBaxaeTbes, Mo KibepnpocTip y MoeJHaHHI 3 iHIMAMHA Qi3MIHUME TIPOCTOPAMH €
OJTHMM 13 MOXKJIMBHX CLIEHAPIiB, 32 SIKMM BiJI0yBaTUMEThCSI pO3rOPTAHHS BiHCHKOBHX Mii.
Yepes 1e 30aTHICTH JIepyKaBH 3aXUIIATH HAIlIOHAJIBHI IHTEPECH € HAI3BHYAHO BaXKJINBOIO
CKJIQJIOBOIO KiOepOe3neku. AKTyaJbHHM NUTAaHHAM 33 Cy4acHHX YMOB € CTBOPCHHS
HOBOTO Bilichka — KiOepBilicbk. OCHOBHE iXHE 3aBIAaHHA MOJATAE YTOMY, IIOO
3a0€3MEeYUTH 3aXHCT KPUTHYHOI iH(POpMaIiiftHOT 1HPPACTPYKTYpPH BiA MOXKIHBHX
kibepartak. [IpoTe, KpiM 1[bOTO, BOHM TaKOXX BiIIOBIIAIOTH 32 3/1iHCHEHHS PEBEHTUBHUX
HACTYMaIbHUX OIlepaliii y KkibepmpocTopi, sKi HampaBlieHi Ha Te, MO0 3HHUIIUTH
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O6GUHCITIOBANBLHI Mepexi Ta iHpopMalliiiHi cucTeMH 30pPOMHUMX CHJI MPOTHUBHMKA. IXHiM
3aBJaHHSAM € TaKo)X MOPYIIEHHS HOPMaJbHOI PoOOTH 00’€KTIB NPOTHBHHKA, SKi €
KPUTUYHO BOKIMBUMHU. 1] MOXXIIMBO TOCATHYTH, 3pyiiHyBaBIIH iHGOpMaLiiiHi cucremy,
sIKi 3a0€31e9yIOTh YIPABIiHHS TaKUX 00’ €KTIB.

Ha nymky excnepTiB, MOCTYIOBO y KibepIpocTopi iIHTEeHCUBHICTh IPOTHCTOSHHS
1 po3BimyBaNbHO-MIAPUBHOI AisuIbHOCTI Oyxme mmme 3pocratd. i sBuma OymyTsh
TIPOSIBIIATHCS, MEpII 3a BCE, Y TOMY, IO Oyae pO3LIMPIOBATUCS KUTBKICTH KpaiH, sKi
JOKJIagaTUMYTh 3yCHIIb JJISl TOTO, 1100 OpraHi3yBaTH IiSUIBHICTH CBOEI KiOeppo3Biaky,
OIIaHyBATH CyYacHi TEXHOJIOTI] PO3BiTyBaJbHO-IIPUBHOI AisUIEHOCTI y KibeprpocTopi,
cOpusATH 30UIBIICHHIO JEep)KaBHOTO KOHTPOJIO 3a HAI[lOHAJbHUMH CETMEHTaMH
BCECBITHROI Mepexki. 3a TakMX YMOB OLIBII TOIMUPEHHM Oyae po3poOKa TakKoro
IHCTpyMeHTapito, sAKAi Oyae 3HaTHUM TmependadaTd HArpOMAaKEHHS 3HAYHHX
iHpOpMaLifHUX MAacHUBiB, SIKi BiZOOpaKaTHMYyTh OCOOJMBOCTI JIFOACHKOI IMOBEIIHKH Ta
pi3HuX rpyn y couiymi. [Ipu 1ipomy Oyze BUKopuctoByBaTHCs JOCBin y cdepi LI

Ha nanuit MOMEHT MPUCYTHIM € TaKUi PO3BUTOK TEXHOJOTIH, KU OB’ I3aHUI
i3 HaJ3BHUYAHHO [IBHAKMM MOIIUPEHHSAM IM(PPOBUX TEXHOJIOTiIH, MOCTYNOBO
poswmmproeTbest  [HTEpHET-cepenoBumie. [IpoTe wmei mpouec BOJOAIE HETaTUBHOIO
03HAKOIO, SKa TOJATaE y TOMY, IO TEXHIYHHI piBEHb 1HCTPYMEHTapiro peamizamii
Kibep3arpo3 KpUTHYHO 30UIBLIyEThCSA. Y pe3ynbTaTi HBOTO Taki 3arpo3n Bce Oiiblie
MOIMPIOIOTHCS Ha Pi3HI cepH KuTTeaisuibHOCTI. Kibeparaku Ta IXHi pi3HOBUAN CTAIOTh
Bce OUIBII IHTENEKTYIbHUMHU Ta HeOe3IeUHUMH, IIPH LIbOMY BOHH CTBOPIOIOTH PEabHY
3arpo3y AN KPUTHYHO  B@XKIMBOI  IHQPACTPYKTypH. YBara 3JIOBMHCHHKIB
30CepeIKY€EThCsl Ha TOMY, 1100 3HAWTH BPasjMBi MiCII aKTHBIB (CHCTEM YIPaBIiHHS).
J11s1 1IbOTO PO3POOIISIOThCS OaraToQyHKIIOHATIBHE IIKIAIMBE MPOTrpaMHe 3a0e3MeYCHHS,
BipycH-mmpyBaTbHUKN, O00THETH. BpaxoByrounm Temmu po3BuTky Texnoiorii LI, y
HaWOIMKY1 POKH PO3MIPH Ta HACIIKH TAKUX BTPYYaHb OyIyTh JHILe 301TbIIYBaTHCS.

Bce Ginbir 17700aMbHUM CTa€ BUKOPUCTAHHA KiOEpIPOCTOPY TEPOPHCTHUYHHMHU
oprasizarisMu, To0To OyeMo roBOpHUTH Mpo Kibeprepopusm. Ha e BimBae nudposa
TpaHchopMallis CHCTEM YHPaBIIHHS Ta )KUTTE3a0E3NeUeHHs], SKa IOCTIHHO PO3IIUPIOE
LTBOBY ayIUTOPil0 KiOepTepopH3My Ta CIIEKTpP MOTEHIIHHMX 00’ekTiB Kibepartak. J{o
MPIOPUTETHUX O0’€KTIB TEPOPHUCTHYHUX KibepaTak BIiJHOCATb OO’€KTH aTOMHOI
€HEePTeTHKH, CUCTEMH, SKi BiAMOBINAIOTH 3a YIPABIIHHA €JEKTPONOCTaYaHHs, aBia- Ta
3aJ1i3HUYHOTO TPAHCIIOPTY, CUCTEMH MMOCTaYaHHs BOAOI0, XiMidHi Ta GioyIoriuHi 00’ €KTH.

V pe3ynbTarti MOMUpEeHHs IMOBIPHUX 3arpo3 Ta YCKIaHEHHS IHCTPYMEHTApIo iX
peadmizamii ypsau MpoBiTHUX KpaiH CBIiTY 3MYyIIeHi OyJH yJOCKOHAIIIOBATH apXiTEKTypy
Hal[lOHAJBHUX CHUCTEM KiOe30e3reKy, 3MIiHIOBAaTH CTpATerilo i TaKTUKY IPOTHIIl
kibep3arpozam. [Ipu 1bOMY BIOCKOHANIOIOTHCS MOJENi MpoTuaii kidep3arposam. Lli
3MiHH MOB’S3aHi 3 THUM, 1[0 Ma€ MICIle PO3YMIiHHS TOTO, IO Ti MOXJIMBOCTI, 5IKi € Ha
CHOTOJIHIIITHIN JIeHb, € HEIOCTATHIMY JUIS TOTO, NI00 OOYAyBaTH TaKi CHCTEMHU 3aXHUCTY,
skl Oy © aOCONIOTHO HEBPA3NIMBHMH. SIK MOKa3zye NOCBiJ, KibepaTakd MOXYTh OyTH
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31iticHeHi Ha Oyb-s1Ki iH(OpMaIifHO-KOMYHIKaIi{HI CHCTEMH He3aJISXKHO BiJ] TOTO, SIKUH
piBEHb 3aXHCTy y HHUX NPHCYTHiH. 3 Oorisgy Ha ne OUIbII 3HAYMMHM CTae Te, mob
HAMOUIBII MIBUIKO BUABUTH KibepaTaky, 3pearyBaTH Ha HUX Ta MOLIMPUTH iHPOPMAIIiIO
PO TaKi BUIAJKH, I[00 MaTH MOXKJIMBICTh MIHIMI3yBaTH IX MOJIIMBY IIKOJY.

OT1xe, CBIT HU(PPOBUX TEXHOJOTIH, SIKMH MIBHIKMMH TEMIAMHU 3MiHIOETHCS,
BHMAarae Toro, mo6 oya copmoBaHa 30aaHcOBaHa Ta e)eKTHBHA HAIlIOHAIBHA CHCTEMA
KibepOe3reky, sika Oyna O 37aTHOO 0 THYYKOI aJlanTariii 1o THX 3MiH, SIKi MaloTh MicIe
y Oe3nexkoBoMy cepenoBuIli. TakiuM YMHOM, BOHA O TapaHTyBania rpoMajsiHaM KpaiHu Te,
0 HaliOHAJBHUH CErMeHT Kibeprpocropy Oyme OesnedHo (YHKIIOHYBaTH, a TaKOX
nepenbayana 6 HOBi MOXIHBOCTI 1 poBi3aLil ycix cdep CycCribHOTO KUTTSL.
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As the scale of the use of various Internet technologies develops, the number of
cybernetic threats, as well as all kinds of attacks aimed at computer systems, also
increases. Computer attackers are not only inventing new ways and scenarios of
conducting cyber attacks, but also improving old proven schemes. For example, despite
the rapid development of various intrusion detection systems, the threat of phishing, which
occupies a significant share among computer attacks, has not disappeared anywhere.
These attacks make it possible for cybercriminals to steal user account data from various
Internet sites. At the same time, attackers do not particularly bother to develop new
phishing attack scenarios [1]. And, indeed, such methods of phishing are still effective for
attackers, such as: sending fake emails, faking websites, etc.

Phishing has not bypassed such a popular type of commercial activity in recent
years as trading in digital cryptocurrencies and, accordingly, affected online exchanges
engaged in such transactions. With the development and growing popularity of exchanges
engaged in trading digital cryptocurrencies, the problem of detecting and predicting the
consequences of such attacks, including those based on phishing, remains relevant. In [1],
examples of a number of fraudulent attacks aimed at the digital cryptocurrency exchange
are considered. Information security specialists are looking for ways to ensure the
interaction of all interested parties in order to counter fraud using phishing attack
techniques and increase privacy for individual citizens and businesses. However, many
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